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Introduction

This paper describes how you can secure access to a web site hosted on the Apache Web
Server using Raak Smart Card based certificates.

SSL authentication is commonly used to authenticate the server to the user's browser using an
"SSL certificate" generally for the purpose of securing electronic commerce. However, SSL can
also be configured to require the authentication of the user to the web server using a client
certificate. Used in this way, SSL is a powerful and flexible method of access control.

By using SSL together with the digital user certificates on the Raak Smart cards and USB tokens
you can enforce two-factor secure access to your web site and web based applications by simply
configuring your Apache server.

To do so, three things must be done:

1) Configure the server to accept certificates signed by the Raak CA certificate.
2) Set Apache to require client certificates for each directory you want to secure access to
3) Configure which users are allowed access

Requirements

Your Apache server must be set to use SSL. This how-to does not cover setting up SSL. This
how-to provides examples using the mod_ssl implementation, specifically:

- Apache 1.3.27

- mod_ssl 2.8.12

- openSSL 0.9.6h

- SSL certificate installed on the web site

- Raak Root certificate

- Raak Smart card or USB token for each user

Configure Apache to accept certificates issued by the Raak CA.

The user is authenticated to Apache by presenting a client certificate signed by the Raak
Certificate Authority. In order to verify this certificate, the Apache server must have access to the
Raak CA root certificate.

Apache requires the root certificate to be in the “PEM” format. You can download the CA root
certificate from the Raak website at www.raaktechnologies.com/ca/raakroot.cer. It looks like:

Contents of raakroot.cer file:

MIIDyjCCArKgAwIBAgIQQWYCOkPg575CbfglnSeSNjANBgkghkiGIwOBAQUFADBL
MSYwJAYJKoZIhvcNAQkBFhdjYUBYYWFrdGVjaG5vbGInaWVzLmNvbTELMAKGALUE
BhMCVVMxHzAdBgNVBAOTF1JhYWsgVGVjaG5vbGonaWVzIEluYy4xFTATBgNVBAMT
DFJhYWsgUm9vdCBDQTAeFw0wMjEWMTQyMDEXMDBaFw0xNzEwMTQyMDQyMjJaMG0Ox
JJjAkBgkghkiG9wOBCQEWF 2NhQHJIhYWt 0ZWNobm9sb2dpZXMuY2 9tMQswCQYDVQQOG
EwJVUzEfMBOGA1UEChMWUmFhayBUZWNobm9sb2dpZXMgSW5 jLjEVMBMGA1UEAXMM
UmFhayBSb290IENBMIIBI jANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEALFuUr
fCO9pEOg5G2wAOArt ZP4ctAG/whzR5gt qOs5GpSBbAhYVukvpafS5VOXb8M3gYaey
9VxINwUwWlpQuv8oeSdIgMYc5FTclnkZT/DATkDNFJInSdbDGeJRgpzSIx6403huze
dfRE66xaUfNiWDMCJdxBDcujtyKrVhW5IHPu4H2uy /QLGA9dr064hCYSyu+JuAME
dgbzaS4cRQASOTAIEG8XbwwNe 9903N5K7X9xUm5JxRDn20TA6L /Q0T1EmXheyU/E
SCDIELwf68uF6U8NmZey3HEMTWOvpFvnFwa3yfNx//M2j6IvsJufITzm68XQSKih
Mvc3J93FOxNRkC3Z8wIDAQABO2YWZDATBgkrBgEEAYI3FAIEBh4EAEMAQTALBgNV
HQB8EBAMCAUYwWDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUEfRrXVQIFKWQWXL0S
TLeFUOJV1YIWEAYJKwYBBAGCNxUBBAMCAQEWDQYJKoZIhvcNAQEFBOADGGEBAJ 9V
TB5g+E9Dv+n+4txebi0IZMYa+500xceVgEW0OyeELRj5pMZCFYcWyNDb33tsBgud
XaSLJIJWI4SLMW8+nb8RUVGShGJIShMe 9LYGNGq53P1zWB9gvIop7kY fuLcbpLi+Y9J
/x2k+p9IpBanUfmWt FUKSigII2+WK2MRmh74g0DM3Q05LBtDcNCm/g3nfbYi3LXP
GHIEOCHS5BfpmdV2 fWPXrSmea5r9oUKiwFPYJwalXgCEUKdSpeIC4buLUOBW3 juvv
7GY5SakT01XvhP115k31JHQOAZS5wrtgGEKERL6bzZ7S1Gn/u0Ct XpUNNOgGmMOER
sZB8EQFk24594mad0fnM=

2/24/2003 all rights reserved 3




Raak Technologies

Now you must point Apache to the certificate. This is done by adding the Raak certificate to the
“CA Certificate File”. This file is defined by the “SSLCACertificateFile” configuration directive in
the httpd.conf file.

Note: If your web site is hosted by an ISP you may not have access to the httpd.conf file. Contact
your ISP help desk to find out how to proceed.

If you don'’t have a pre-existing CA Certificate File:

Place the Raak root certificate file in a sub directory of the apache folder (for example in
apache/conf/ssl).

Open the httpd.conf file (The httpd.conf file is usually found in the apache/conf/ directory). Add
the following to the file:

Content of the httpd.conf file:

| SSLCACertificateFile conf/ssl/raakroot.cer

Stop and Start the apache server, so that the changes take effect.

Note: If Apache refuses to start after making changes to your httpd.conf file, check the text
carefully for spelling mistakes.

If you do have a pre-existing CA Certificate File:

Append the contents of the raakroot.cer file to the end of your file.
Stop and Start the apache server, so that the changes take effect.
Warning: If there are multiple Root certificates in the CA Certificate file, certificates signed by

those certificates will also be accepted by the examples below. Make sure you trust these root
certificates not to sign fraudulent user certificates.

Set Apache to require client certificates

Now you must configure the directories that you want to secure so that they will require SSL user
authentication. A typical web site will be structured so that one branch of the site will require
access control. This is done by adding a ".htaccess" file to the top directory of the branch that you
want to secure.

Add the following directives to the .htaccess file:

Content of the .htaccess file:

SSLCipherSuite HIGH:MEDIUM
SSLVerifyClient require
SSLVerifyDepth 2

SSLRequireSSL

SSLCipherSuite : require strong encryption of the data.
SSLVerifyClient : require client authentication

SSLVerifyDepth 2: set Apache to accept an intermediate CA certificate
SSLRequireSSL : set Apache to require HTTPS, and disallow HTTP

2/24/2003 all rights reserved 4



Raak Technologies

The settings for this directory will be valid for all the sub directories. It sets Apache to require a
client certificate to access any files in the directory. Anyone with a valid Raak certificate will be
able to access the directory.

Set which users are allowed access

With the above setting anyone with a valid certificate will be allowed access to the controlled
directories. Now you want to specify which specific users will be allowed access. This is done by
requiring Apache to check for specific data in the “distinguished name” (DN) of the client
certificate. The distinguished name has the following components that can be checked:

ID Name Directive identifier Example

Name CN Certificate Name SSL_CLIENT_S_DN_CN Bob Smith

Email address | Email Email SSL_CLIENT_S_DN_Email bob@acmetech
nologies.com

Company name 0 Organization SSL_CLIENT_S_DN_O Acme
Technologies

Department ou Organization Unit SSL_CLIENT_S_DN_OU Sales

City L Location SSL_CLIENT_S_DN_L Austin

State ST State SSL_CLIENT_S_DN_ST Texas

Country C Country SSL_CLIENT_S_DN_O Us

The following are some examples of ways that these are used.

Note: The first four examples describe how to manage access through the .htaccess file. For a
discussion of how to use the httpd.conf file see example 5.

Example 1: Allow access to anyone from your company and department

The following example limits access to certificates where

Organization =
Organization Unit =

Acme Technologies and
sales or admin

Content of the .htaccess file:

SSLCipherSuite HIGH:MEDIUM
SSLVerifyClient require
SSLVerifyDepth 2

SSLRequireSSL
SSLOptions +FakeBasicAuth
SSLRequire %${SSL_CLIENT_S_DN_O} eqg "Acme Technologies" and \

%${SSL_CLIENT_S_DN_OU} in {"sales", "admin"}

Example 2: Block access to a specific user

The example above shows how you can use certificates to effectively control groups of users
based on the content of their certificates. The advantage of this approach is that you do not have
to change any information to add a user. All that is needed to add a user is to issue them a Raak
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Smart card or USB token.

In certain situations, however, you may want to block a specific user from a group of users that
are otherwise acceptable. For example, this is the case when you have revoked a user but have
not received back the smart card, or when a smart card has been lost or stolen.

The following example limits access to certificates where

Organization =  Acme Technologies and
Certificate Name NOT Alice Jones or Bob Smith

Content of the .htaccess file:

SSLCipherSuite HIGH:MEDIUM
SSLVerifyClient require
SSLVerifyDepth 2

SSLRequireSSL

SSLOptions +FakeBasicAuth

SSLRequire %${SSL_CLIENT_S_DN_O} eqg "Acme Technologies" and \
'( ${SSL_CLIENT_S_DN_CN} in {"Alice Jones", "Bob

Smith"})

Example 3: Allow access to a specific user

The above to examples will allow you to manage most common scenarios. However, in certain
situations you may want to provide access to a specific user that is not part of a larger group.

The following example limits access to certificates where

Organization =  Acme Technologies and
Certificate Name Alice Jones or Bob Smith

Content of the .htaccess file:

SSLCipherSuite HIGH:MEDIUM
SSLVerifyClient require
SSLVerifyDepth 2

SSLRequireSSL
SSLOptions +FakeBasicAuth
SSLRequire %${SSL_CLIENT_S_DN_O} eqg "Acme Technologies" and \

%${SSL_CLIENT_S_DN_CN} in {"Alice Jones", "Bob Smith"}

Example 4: Using the .passwd file

There may be certain scenarios where you want to control access to a large group of specific
users. For example, this may be the case if the user certificates don’t provide a straightforward
way of grouping users by company name or department. If this is the case it is possible to use the
standard Apache authentication methods using a .passwd file.

The .passwd file contains an entry for each specific user, and is referenced in the .htaccess file
using the AuthUserFile directive. In this example the .passwd file is located in the “conf” directory.

The .passwd file is structured as a list of “username:password”. In using it with certificates, the

username is replaced with the “Distinguished Name” field of the certificate contents. The
password is not used for authentication, but the word “password” is required as a placeholder.

2/24/2003 all rights reserved 6




Raak Technologies

Note: The username has to have the exact data contained in the Distinguished Name otherwise
authentication will fail. An easy way of finding the exact Distinguished Name is looking at the
access log if the authentication fails.

Note: If your server encrypts passwords you will have to provide the encrypted version of the
word “password” otherwise authentication will fail.

Note: If you receive a login dialog requesting a username and password in trying this method,
then there is a problem with your .passwd file. Check the username data, the path, and the
password.

Content of the .htaccess file:

SSLCipherSuite HIGH:MEDIUM
SSLVerifyClient require
SSLVerifyDepth 2

SSLRequireSSL

SSLOptions +FakeBasicAuth

AuthName "Acme Technologies PW Authentication"

AuthType Basic

AuthUserFile /usr/local/apache/conf/httpd.passwd

require valid-user

AuthName (not used for certificate authentication)

AuthType Use .passwd file based authentication

AuthUserFile Pointer to the file, and directive to check validity
Require All valid users can access the directory

Content of the .passwd file:

/Email=jane@acmetechnologies.com/C=US/ST=Texas/L=Austin/O=Acme
Technologies/OU=admin/CN=Alice Jones:password
/Email=bob@acmetechnologies.com/C=US/ST=Texas/L=Austin/O=Acme
Technologies/OU=sales/CN=Bob Smith:password

Example 5: Using the httpd.conf file

The examples above are well suited to virtual host environments where the administrator
determining access privileges does not have access to the httpd.conf file. If you do have access
to this file, it is recommended that you place the access control directives in the httpds.conf file
using <location> or <directory> directives.

The following example limits access to the sub directory “secure” to certificates where

Organization = Acme Technologies

Content of the httpd.conf

<Location /secure>
SSLCipherSuite HIGH:MEDIUM
SSLVerifyClient require
SSLVerifyDepth 2

SSLRequireSSL

SSLOptions +FakeBasicAuth

SSLRequire %${SSL_CLIENT_S_DN_O} eq "Acme Technologies"
</Location>
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For support with Raak Smart Cards and USB Tokens see:
http://www.raaktechnologies.com

For details on Apache see:
Authentication: http://httpd.apache.org/docs-2.0/howto/auth.html
HTAccess: http://httpd.apache.org/docs-2.0/howto/htaccess.html

For more information on mod_ssl see:
Reference: http://www.modssl.org/docs/2.8/ssl reference.html
How to: http://www.modssl.org/docs/2.8/ssl _howto.html
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