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IIS Configuration

1 Introduction

This document describes how to configure Microsoft Outlook to use Raak Smart Card and USB

token based certificates for signing and encrypting your email.

Signing: allows recipients to confirm that an email actually came from you, and has not been

modified.

Encryption: allows other people to send you email that only you can read.

2 Getting started

Install your Raak smart card or USB token, and install the Raak root certificate (for installing the

Raak root certificate check the Raak Certificate Installation manual)

Please Note: If you will be using email signing, you must ensure that the recipients of your email

have the Raak root certicate installed as well

Select “Options” from the “Tools” menu.

Preferences IMaiI Setup I Mail Format I Spelling I Security I Other I Delegates I

E-mail

Change the appearance of messages and the way they are handled,

E-mail Cptions...

Calendar
Customize the appearance of the Calendar,

V' Default reminder: |15 rinutes ;I Calendar Options... |

Tasks

Change the appearance of tasks.
3 Reminder time: IB:DD AM j Task Options, .. |

Contacts
Change default settings For contact and journal,
.-

Contact Options... | Journal Options. .. |

Motes

Change the appearance of notes.
Mote Options. .. |

options________ 2l x|

OK | Cancel | &pply

Select the “Security” tab
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options 2l

Preferences | Mail Setup | Iail Farmat | Speling  Security |Other | Delegates I

Secure e-mail
[~ Encrypt conkents and atkachments For oukgoing messages
¥ add digital signature to outgoing messages
V' Send clear text signed message when sending signed messages

™ Request secure receipt for all S{MIME signed messages
Defaulk setting: j Sethings... |

Secure content

Security zones allow you to customize whether scripts and active
content can be run in HTML messages, Select the Microsoft
Internet Explorer security zone to use,

i Ia Restricted sites = Zone Settings. . |

Digital IDs (Certificates)

% Digital IDs or Certificates are documents that allow you to prove your
" identity in electronic transactions.

Publish ko GAL. .. I ImportfExport... | Get a Digital 1D |

K I Cancel | Apply

Select “Add digital signature to outgoing messages”

Click the “Settings...” button under “Secure Email”

Change Security Settings L _?Jli

Security Setting Preferences

Security Settings Mame:

Secure Message Format: ISIMIME

Lel Lel

[ Default Security Setting For this Secure Message Format

[T Default Security Setting Forall secite messages

Security Labels. .. | Mew Delete | Password...l

Certificates and Algorithms

Signing Certificate: I Choose... I

Hasfy algarithn: I LI

Encryption Certificate:l Choose... |

Encryption Algarithm:

¥ Send these certificates with signed messages

oK | Cancel |

Select “Choose” for the “Signing Certificate” under “Certificates and Algorithms”
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Select Certificate 21x]

Select the certificate you want ko use,

Issued to | Issued b | Intended P, .. | Frigndly name | Expiration ...

Mone

L | »
ok I Cancel I View Cerkificate I

Select the Raak Smart Card and USB Token Certificate

Change Security Settings E = ﬂﬂ

Security Setting Preferences

Security Settings Name:

Secure Message Formak: ISIMIME

Lef Led

[T Default Security Setting For this Secure Message Formak

™| Default Security Setting For all secure messages

Security Labels. .

Mew Delete | Password.. |

Certificates and Algarithms

Sigring Certificate: |Test Lisar 01 Choose... I

Hash Algorithm: ISHM ﬂ
Encryption Certificate: |T-=_-.<t Idser 01 Choose... |
Encryption Algorithm: |3DES _vJ

¥ send these certificates with signed messages

oK | Cancel |

Select “Send these certificates with signed messages”
Give this security profile a name, and click “Ok”.

You have now configured Outlook to sign your email messages and attach the certificate to your
email so that can confirm the signature is correct.
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